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1. PaySec Payment Gateway I General Conditions of
Use

The use of the payment gateway for receiving payments in the PaySec system requires

the ownership of the Merchant Account, and the PaySec Trade Terms apply to them.

The Merchant Account can be established by a Physical Person — Entrepreneur,orby a
Legal Person. The identification form for the owner of the Merchant Account may be found

at www.paysec.cz

1.1. Basic Terms

1.1.1. PaySec
PaySec is a universal on  -line payment tool for payments on the Internet on the basis of a

pre-pai d account. Using the Account it is possible to pas
the PaySec payment, or make payments between PaySec Accounts.

1.1.2. Payment Gateway
The payment gateway (user interface) is a separate part of the PaySec port al, which
serves for the performance of a single transaction between the client (he/she pays) and
the merchant (he/she receives the payment). Using the payment gateway, the buyer can
quickly and easily authorise the transaction and thus pay the merchant. T he payment
gateway operates on the PaySec server and it itself does not require any installation.

You can get to this page solely by re -directing from the merchant®“s pages
the client has chosen the payment using PaySec.

The payment gatew  ay exists in the test and production versions.

1 Test version:
https://testgateway.paysec.csob.cz/testgateway/GateWay.aspx

Advice Microsoft Corporation has issued 27.5 update, which has registered new
root certificates 1.CA. as trustworthy authorities. Since that time some users may
have problem with the access to the test environment. If you fail to connect to test
environment, install root certificates from the I.CA web site, see

http://www.ica.cz/cz/menu/6/aktuality/clanek -95 -windows -update -
27th -may -/
1 Production version: https://gateway.paysec.cz/GateWay.aspx

© 20@010Ceskosl ovenska obchodni banka, a.s.
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PaySec Payment Gate
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lekarna.cz {1100805)

hitp:iwww lekarna.cz

Internetove cbchody

548085-Re08

Objednavka cislo: 545085-Ro-08

171 CZK

Merchant:

Merchants {recipients) details. Recipients's Account:
Merchant's Web:
Merchant's Category:

Order:

Order detzil sums up information about the OrderNr.:

reason of the payment. Into the Mezzsge for

Senderfield you can add notes for better [ater .

identificatin of the payment. aEaEE
Message for sender:
To be paid:

Sender:

If everything is sllright, fill in your account and Username:*

password and clide on Submit.
Password:*
Accountina few minutes.
Forgoten password?

REJECT PAYMENT

Mot an owner of PaySecAccount yet? Clide here and have your own

SUBMIT

FaySecBusiness Conditicns| Shop with PaySec How to use PeySecAccount FAD Fees

Copyright ©2007 8508 5 Poltovni spofiteins

Payment Gat eway

[ Helpdes

The test payment gateway, compared to the production one, contains several differences

(see the figure below):

TThe “Potvrdit finandé¢ni

transakci

simulate the rejection or confirmation of the transaction for the needs of simulating

these cases. If the checkbox is unchecked, the PaySec system will subsequently

-confirmed. If, on the contrary, the control
is checked, MAPI interprets the transaction as performed.

1 The user name, password and account balance are merely of informative nature;
and the SMS code is generated automatic ally.

inter pret the transaction on MAPI as non
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g N
! pay @ Testovaci platebni brana PaySec
N oy

PaySec.cz

CZ/EM

Obchodnik:
Detaily obchodnika (pfijemce platby).

Objednavka:

Pole Detail objednavky shrnuje informace o
divodu platby. Do pole Zprédva pro pldtce si
miZete napsat poznamku k platbé.

Shrnuti platby:

Zkontolujte, Ze jsou zadané Udaje spravné a
kliknéte na tladitko Zaplatit.

Potvrzeni platby:

Konto piijemce: Pokusny pfijemce

Web obchodnika:

Kategorie obchodnika: Pokusna kategorie

Cislo objednavky
({identifikace platby):

Detail objednavky
(zprava pro piijemce):

50
Testovaci platba.

Zprava pro platce: : . .
SALLIRL. moje prvni testovaci platba

K uhradé: 50 CZK
Oéet platce: user
Zistatek: 9500 CZK

Potvrdit finanéni transakei

GW5
V této chvili bude odeslana validacni SMS!
SMS Ovéfovacikod: *  1234567800abcd
Obchodni podminky Kde plati PaySec PaySec: Navod k pouditi Nejtastéj5i otdzky (FAQ) Poplatky [ ) Usivatelska podpora

Test Payment

1.1.3. Mobile Payment Gateway

The Mobile Payment Gateway is a simplified version of a classical payment gateway and is
suitable for e -shops, which have a mobile version.

The mobile version of payment
following properties:

Its GUI is simplified

= —a —a —a

Has no test version

© 20@010Ceskosl ovenska obchodni

It is operated on the web:

User cannot make payments requ

gateway differs from the classical payment gateway in

https://gateway.paysec.cz/MobileGateWay.aspx

iring SMS authorization
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1.1.5.
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Notice:input parameters for both classical and mobile versions of payment
gateway are identical! The difference in the implementabetweenthe classical

and the mobile version of payment gateway only ihaadddress.

Konto pfijemce:
bug01 (550143)
Web obchodnika:
http://www. AAABBB.cz
Kategorie obchodnika:
Cestovani & doprava

Cislo objednavky (Identifikace platby):
8567631
Detail objednavky (Zprava pro pfFijemce):
Zprava pro prijemce
Zprava pro platce:

K ihradé:

UZivatelské ] méno:

Heslo:

Odmitnout platbu

Mobil e payment gateway from the cli

MAPI - ShoppingService

ShoppingService is a web service (application interface - API) of the PaySec portal, which
enables the owners of the Merchant Account to verify the performance of a transaction
entered via the payment gateway. This interface is intended for the merchants who are
able to connect their Internet Shop to the PaySec web service and automatically verify
the performance of transactions of the clients paying by the PaySec a ccount. The use of
the ShoppingService requires basic experience in programming.
The ShoppingService API exists in the test and production versions.

I Testversion:

https://testgateway.paysec.csob.cz/testgateway/ShoppingService.svc
1 Production version: https://mapi.paysec.cz/

Payment Button

The payment button is a service for merchants who do not have their own shop or do not
need to perform a larger amount of transactions. The merchant has a HTML code
generate d on the PaySec pages, which he/she can place on his/her pages and which will
enable his/her clients to pay. The use of the payment button does not require any
programming experience and it can be managed by a user with basic knowledge of the
HTML language . After clicking on the payment button, the client is redirected to the
PaySec payment gateway where he/she can perform the given transaction.

© 20®0I10Ceskosl ovenskd obchodni banka, a.
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2. Payment via the PaySec Payment Gateway

The payment using the PaySec tool via the payment gateway takes place as follows:

2.1. From the Internet Shop

Customer

Overview of Communication during Payment in the Internet Shop

1. The customer chooses goods in the Internet Shop and selects payment via the
PaySec payment gateway.
2. The I nternet Shop redirects t hetothapaymenigateway | nt er net
and passes it the information on the required payment.
3. The customer confirms the payment at the payment gateway (by inserting the login
name and password in the PaySec system). The money is transferred to the
Merchant Account.
4, Theuser“s I nternet browser is redirected back to the
the payment gateway as one of the parameters. The payment gateway sends back
an identification of the performed payment (or information on the rejection of
payment by the cust  omer).
5. If the number of the performed payment is returned, the Internet Shop verifies, by
means of web services, whether the transaction has really been performed. This
step is necessary for the secure verification of the actual status of the
transaction p  erformance.
6. The customer is displayed information on the successful or unsuccessful transaction
performance, and the paid goods (service, content) are passed over to sending
(downloading, etc.).

© 20@010Ceskosl ovenska obchodni banka, a. s.
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2.2.  From the Payment Button

A Page with Payment Button @

PaySec

Customer

A page with the payment button
Ove rview of Communication during Payment Using the Payment Button

1. The customer clicks on the payment button (for example, he/she wishes to sponsor a
foundation).

2. The payment button redirects the customer“s |l nternet
gateway and passesi tthe pre -setinformation on the required payment.

3. The customer confirms the payment on the payment gateway (by inserting the login
name and password in the PaySec system). The pre -set amount is transferred to the
merchant"s account (ownuwon).of the payment b

4, The user"“s Internet browser is redirected back to t|

the payment gateway as one of the parameters.

Warning : In the case of a payment using the payment button, the automatic verification

of the actual status of the transaction is not supported. If you try to verify the transaction
in the same way as in step 5 of the electronic shop scenario, the result will be the error
code 4 (The transaction with the given order number (MerchantOrderld) does not exist).
You can lea rn more about error codes in chapter 4.3.

© 20®0I10Ceskosl ovenskd obchodni banka, a. s.
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2.3.

2.3.1.

2.3.2.

Possible Collisions and Solutions to Them

Could Not Perform the Transaction

Cases, when a collision may occur

1 In step 3: The customer rejected the payment

1 Instep 3: The customer failed to meet the conditions for creating a transaction; for
example, he/she has his/her account blocked; he/she does not have enough
money; or he/she merely failed to complete the payment authorisation and
redirected his/her browser to a dif ferent address

1 In step 3: The Merchant Account is blocked

What to display to the customer

In case of a rejection, the Internet Shop displays the following text to the customer:
fiYour instruction to reject the paymen't has
In the other cases, no back redirection to the Internet Shop occurs.

How to proceed further

The Internet Shop implements an automatic periodic check of the status of uncompleted
orders by calling the web service (MAPI). On the basis of the result of the check, the

Guide for the Use of
the PaySec Payment Gateway

been

orders are automatically processed (the transacti

rejected (the transaction does not exist or

it

Warning: It makes sense to perform the check of whether a transaction with your order

number exists only for a certain period of time (1 day at the maximum) from the creation
of the order. After the expiration of this period it is almost 100% certain that the
transaction will not be performed anymore.

For a smaller merchant, a manual check of the list of transactions after logging in the
PaySec system may present a sufficient solution, with the subsequent processing or
rejection of an order, similarly to the procedure applied in the Internet Shop.

Could Not Verify the Transaction Stat us

Cases, when a collision may occur
1 In step 2: The redirection to the PaySec Payment Gateway fails.
1 In step 3: Unable to complete the payment.
1 In step 4: Redirection back to the Internet Shop.
1 In step 5: The web service for payment verification is unava ilable.

What to display to the customer

In case that the user has been successfully redirected back to the Internet Shop (step 4),
the customer is displayed the following text:
iCould not verify the transaction sfatus. We

How to proceed

The Internet Shop implements an automatic periodic check on the status of uncompleted
orders by means of calling the web service 3. On the basis of the result of the check, the

! The merchant is obliged to display the text in the exact wording
2 The merchant is obliged to display the text in the exact wording

ar
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orders are automatically processed metdie sttradmusgcgtioaon i s

2.3.3.

rejected (the transaction does not exist or i

If the web service is out of service for a longer period, the situation cannot be handled in

an automated manner. In this case it is necessary for the merchant t o log in the PaySec
system using his/her name and password, find the transaction corresponding to the given
customer and order number (merchantOrderld), and identify its status. The same
procedure may be suitable for smaller merchants to whom the automated solution, with
regards to the volume of orders, would not pay off.

On the basis of the actual status, there are the following options to choose from:
1 To deliver the goods to the customer provided that the transaction has been
completed.
1 To performthe o peration of returning the payment with stating the reason, unless
it happened so.

Interruption of the Transaction before Accepting It to the System

If the transaction has not been completed or if it does not exist at all, the merchant has
no obligation to wards the customer and no action is necessary. The transaction may not
be completed particularly for the following reasons:
1 The redirection of the client to the payment gateway has failed
1 The data delivered to the payment gateway from the merchant was inv alid (formal
error)
1 The client failed to log in the system (e.g. due to forgetting the password)
1 The client has decided that he/she would not perform the transaction and has not

t

s in t

completed the transaction in the standardt manner, k

payment” (for instance, he/she merely closed

1 The payment gateway is not accepting requests.

If such situations occur often, it could mean that there is an error in the payment
gateway, or just high fluctuation (the customer thinks it over when paying). Make sure
that the payment gateway is functional from t

he

% As soon as the web service is available, it is possible to determine from the
error cod es whether the transaction has taken place at all; and if it has, then
with what result.
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3.

3.1.
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PaySec Integration with Merchant Pages

When making a payment on the Internet using the PaySec payment tool, the client is

redirected from t

he shop/portal to the PaySec Payment Gateway, where he/she

authorises the transaction; and, subsequently, he/she is redirected back to the

mer chant

Warning:

s shop/ portal
Button/Internet Shop) informs the ¢

Then the
lient of the further procedure.

mer chant ,

Input Parameters for the Payment Gateway

The payment gateway accepts requests merely from the owners of the

Merchant Account. Any possible attempts of other users will be rejected, logged and

reported to the PaySec

service staff. In the event of repeated attempts, the service staff

may block or cancel the account.

The payment gateway accepts requests using the HTTP POST method (see the W3C
specification) with the following required parameters:

MicroaccountNumber

Amount

MerchantOrderld

(This parameter is used
merely for the Internet
Shop service )

Orderld

(This parameter is used
merely for the
Payment Button
service )

MessageForTarget

BackURL

© 20@010Ceskosl ovenska

The Account Number of the Internet Shop (a seven -digit
number; it has to be an active Merchant Account in the

PaySec system).

The amount which is to be paid (without separating the
thousands; two decimal positions separated by  adot ).

The order number (it has to be unique for each payment
in the framework of the Merchant Account )

In the payment in the PaySec system, this number will be
subsequently provided as the Payment Identification
(variable symbol).

Variable symbol of the payment (contains numbers, letters of
the al phabet and speci al
\), does not have to be unique).

In the payment in the PaySec system, this number will be
subsequently provided as the Payment Identification
(variable symbol).

Warning:  If you send the order number in the Orderld
parameter, it will be impossible to ve rify the actual status of
the transaction by calling MAPI! The return code will always

be 4 (transaction not found). If you wish to verify the

transaction status, use the MerchantOrderld parameter.

Message for the payment recipient (merch ant; usually order
description), which ought to characterise the purchased
goods/content/services.

In the payment, it will be provided as the Message for the
Recipient.

The address to which the Internet browser will be redirected
after performing  the payment (for example
http://www.shop.cz/payment.php?tid={0} ).

The string {0} will be replaced by the transaction identifier,
this as follows:

obchodni b a
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If a payment is rejected by a client and no URL address for
the redirection is specified for a case of rejec tion, the

identifier has the value 0 (e.g.
http://www.shop.cz/payment.php?tid=0 ).

If the payment process has been completed, the identifier
has the value corresponding to the transaction number in the
PaySec system (greater than 0, e.g.

http://www.shop.cz /payment.php?tid=1688 ).

Warning:  For the validation of URL correctness, the regular

term below is used:

Ahttps?):  \/\/(?<Domain>[ \w@]\w..@]+) \/?[ \wW.

?2=%&3 - @/$,]*( \{O\ D[ \ WA .?=%&=\ - @/$,]*$
CancelURL The address, to which the Internet browser is to be

redirected after payment refusal (for example

http://www.shop.cz/platba.php ).

Warning:  For the validation of URL correctness, the regular

term below is used

Nhttps?):  \/\/(?<Domain>[ \w@][\ w..@]+) \/?[ \w\.
?=%&= - @/$,]*$

If the request is incomplete or invalid, the payment gateway warns the client (buyer) and,
in this case, the transaction will not be performed.

If the transaction is performed, the client is redirected to the URL address defined in the
backURL parameter.

Important warning: The back calling the URL of the merchant (backURL) is merely of
an informative character. Considering the fAstateless n
via the clientds browser may f ai |l ssargtoadditomalyous r easons;

verify the actual status of the transaction through the MAPI web service or through the
PaySec user interface in the Overviews section.

3.2. Input parameters for Mobile Payment Gateway

Input parameters for mobile version do not differ fro m input parameters of a classical
payment gateway.

3.3.  What Payment Method to Choose

The owner of the Merchant Account can use two methods of communication. Both
methods lead to the creation of a payment which the client may subsequently authorise.
The follow ing table will help you with choosing the suitable method for connecting your
pages/shop/portal:

Payment Button An occasional merchant who does HTML basics.
not often perform transactions and
who can trace the transaction
status on the PaySec portal. This
concerns, e.g., pages for voluntary
gifts, sponsoring, occasional

© 20@010Ceskosl ovenska obchodni banka, a. s.
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merchants, retail sellers, etc.

Instead of the  MerchantOrderld
parameter, the  Orderld
parameter is used, which does not
have to be unique.

Internet Shop A merchant performing a larger HTML, programming in the
amount of transactions without scripting or programming
the action of the service staff. language such as, e.g. PHP,
Typically, this kind of a merchant ASP.NET, Java, etc.
has his/her own shop/portal,
which he/she can adjust; or In the case of third party
he/she uses aready -made third implementation, no
party solution which supports programming will be
payment s using PaySec. necessary.

The MerchantOrderld parameter
has to be filled in and has to be
unique

3.4. Setting the Payment Button

You can simply integrate the payment button into any web page. After logging in your
Merchant Account on the PaySec pages, open the Payment Button Generation tab in the
Account Management section, enter the required b utton properties and generate the
HTML code (you can create the payment button on the basis of the description in this
document). Copy the generated text and insert it in the source code of the web page. It

will be displayed as a button which, after clicki ng it, will redirect the user to the PaySec
payment gateway and pass it the pre -set payment data.

3.4.1. Example of a PaySec Payment Button (Test)

<html>
<head>
<title>Zaplaceni pomoci PaySec</title>
</head>
<body>
<form action="  https://testgateway.paysec.csob.cz/testgateway/GateWay.aspx
method="post">
<input type="submit" value="Zaplatit pomoci P
<input type="hidden" name="MicroaccountNumber" value="1100000" />
<inputty pe="hidden" name="Amount" value="250.50" />
<input type="hidden" name=" Orderld " value="123456" />
<input type="hidden" name="MessageFor Tarvpat"
<input type="hidden" name="BackURL"
value="http://www.s hop.cz/platba.php?TId={0}" />
<input type="hidden" name="CancelURL"
value="http://www.shop.cz/platbaocdmitnuta.php" />
</form>
</body>
</html>

© 20@010Ceskosl ovenska obchodni banka,
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3.4.2.

3.5.

3.5.1.

3.5.2.

Example of a PaySec Payment Button (Production)

<html>
<head>
<title>Payment using PaySec</tit le>
</head>
<body>
<form action="  https://gateway.paysec.cz/GateWay.aspx " method="post">
<input type="submit" value="Pay using PaySec" />
<input type="hidden" name="MicroaccountNumber" value ="1100000" />
<input type="hidden" name="Amount" value="250.50" />
<input type="hidden" name=" Orderld " value="123456" />
<input type="hidden" name="MessageFor TarMpP& t>"
<input type="hidden" nam e="BackURL"
value="http://www.shop.cz/platba.php?Tld={0}" />
<input type="hidden" nhame="CancelURL"
value="http://www.shop.cz/platbaodmitnuta.php" />

</form>

</body>

</html>
Tip: Look at the practical demonstration of using the Payment Button against the test
payment gateway at the address https://testgateway.paysec.csob.cz/nadace

You can also download the whole solution at the above address, and let yourself be
inspired by it!

Payment from the Internet Shop

The HTML form for sending the data to the PaySec Payment Gateway differs from the
button form merely in the Orderld parameter. In case of a payment in the Internet Shop,
this parameter is not provided . Instead of it, the MerchantOrderld parameteris used.

Example of an Electronic Shop Form (Test)

< html>
<head>
<title>Payment using PaySec</title>
</head>
<body>
<form action="  https://testgateway.paysec.csob.cz/testgateway/GateWay.aspx
method="pos t">
<input type="submit" value="Pay using PaySec" />
<input type="hidden" name="MicroaccountNumber" value="1100000" />
<input type="hidden" name="Amount" value="250.50" />
<input type="hidden" name=" MerchantOrderld "value="1 23456"/>
<input type="hidden" name="MessageFor TarMpP& t>"
<input type="hidden" name="BackURL"
value="http://www.shop.cz/platbaodmitnuta.php" />
</form>
</body>
</html>

Example of an Electronic Shop Form ( Production)

© 20@010Ceskosl ovenska obchodni banka,
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<html>
<head>
<title>Payment using PaySec</title>
</head>
<body>
<form action="  https://gateway.paysec.cz/GateWay.aspx " method="post">
<input type="submit" value="Pay using PaySec" />

<input type="hidden" name="MicroaccountNumber" value="1100000" />
<input type="hidden" name="Amount" value="250.50" />
<input type="hidden" name=" MerchantOrderld "value="123456" />
<input type="hidden" name="MessageForTar get" value="Jar omP3"/>No
<input type="hidden" name="BackURL"
value="http://www.shop.cz/payment.php?TIld={0}" />
<input type="hidden" name="CancelURL"
value="http://www.shop.cz/platbaodmitnuta.php" />
</form>
</body>
</html>

3.5.1. Example of electronic commerce form (mobile version)

<html>
<head>
<title>Zaplaceni pomoci PaySec</title>
</head>
<body>
<form action="  https://gateway.paysec.cz/MobileGateWay.aspx " method="po st">
<input type="submit" valwue="Zaplatit pomoci P
<input type="hidden" name="MicroaccountNumber" value="1100000" />
<input type="hidden" name="Amount" value="250.50" />
<input type="hidden" name=" MerchantOrderld " v alue="123456" />
<input type="hidden" name="MessageFor TarMpP& t>"
<input type="hidden" name="BackURL"
value="http://www.shop.cz/platba.php?Tld={0}" />
<input type="hidden" name="CancelURL"
value="http:/  /www.shop.cz/platbaodmitnuta.php” />
</form>
</body>
</html>

Tip: Look at the practical demonstration of using the Internet Shop against the test
Payment Gateway at the address https://testgateway.paysec.csob. cz/kvetiny
You can also download the whole solution, including the source codes, at the above
address, and let yourself be inspired by it!
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4.

4.1.

4.2.

Merchant API Interface (MAPI)

In the framework of merchant interface ser vices, there exists the

Guide for the Use of
the PaySec Payment Gateway

service, which enables the merchants to verify whether the transaction entered in the
PaySec Payment Gateway from the electronic shop has been paid or not. The service
complies with the WebServices 1.1 standard ( WS- Basic Profile 1.1) and it is possible to
“call” it easily from different platforms.

The service interface description in the WSDL standard is available at these addresses:
I https://mapi.paysec.cz/ ?wsdl (production version)
1 https://testgateway.paysec.csob.cz/testgateway/shoppingservice.svc

dl (test version)

Test and production environment

From the aspect of MAPI, both environments have identical inter

communication between the shop/portal and the PaySec servic

transactions are available for the period defined in the Tr

ShoppingService web

?wWs

faces. However, the test
version is not connected to the transaction system and therefore the actual posting does
not take place. The aim of the test version is to enable the merchant to debug the

es. The test MAPI does not
have the permanent data persistence secured, and that is why the transactions performed
are available merely for a limited period of time. In the production version, the

ade Terms.

For access to production environment use the user name and password for MAPI, you can
set up after login to your account in the Personal Settings bookmark. If no password for

MAPI is set up use the same password as for the access to the PaySec

For access to the production environment, use the user name and password, like for

access to the PaySec user interface.

Full Certificate See attachment

5

testgatewayencryptDER.cer
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user interface.

For access to the test version, please contact
Support” section.
Securing co  mmunication
The communication with the web service is secured by the HTTPS protocol. The server
certificates have these attributes:
Test Payment Gateway:
Subject testgateway.paysec.csob.cz (can also be returned in the
form of CN=tes tgateway.paysec.csob.cz)
Thumbprint (algorithm: shal)
Certification Authority O = Prvni certifikacni autorita a.s.
CN = |.CA - Standard root certificate
c=Cz
Authority Key Identifier KeylD= eb 37 a4 be b9 6f 60 17 fb d3 ff 2d 60 el 04
le af cf c6 d3
Validity From 22/03/2010 17 :21:46 until 22/03/2011 17:21:46
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4.3.

4.3.1.

Production Payment Gateway

Subject mapi.paysec.cz (can be returned also in the form of
CN=mapi.paysec.cz)

Thumbprint Oadc cfbc 7c 88 3d 45 70 d6 c7 d6 80 16 d4 4a 35
f396f9  (algorithm: shal)

Certification Author ity CN = GlobalSign Extended Validation CA
O = GlobalSign
OU = Extended Validation CA

Authority Key Identifier KeylD= 34 b1 f9 c9 8c 6b 35 44 cc 08 69 Oa ee e3 a3
b9 5c¢ bf 16 e0

Validity Validity from  21/02/2008 14:19:15 until 21/02/2011
14:19:15

Full Ce rtificate See attachment

-

mapi.paysec.cz.cer

Warning : If, during implementation, error messages appear concerning the

communication security, read the chapter 8.1 Secure Communication  below. The chapter
briefly describes  the principles of SSL communication, and parts of it are also the

instructions and examples of solutions to the most common problem situations.

Creation of Certificates

The full certificate mentioned in the above tables can be obtained by copying of the
attachment file s with the suffix  .cer .

Methods

MAPI web service contains the implementation of these methods:

1 VerifyTransactionlsPaid — verification of paying for purchase in an Internet shop

1 VerifyClientlsActive — verification, whethe  r the given number/nick is active/exists
in the PaySec system

1 GetStatement — obtaining transaction history (accounted items) to a given
account

1 PaymentReturn — returning money from the transaction made by means of the

payment gateway.
Input or output par  ameters of method calling, see description below.

VerifyTransactionlsPaid

The VerifyTransactionlsPaid method is used for the verification of transaction
payment upon the payment in an Internet shop. It requires four input parameters:

Username string The user name of the merchant by which he/she
logs in the PaySec portal.
Password string The password for MAPI. If no password for MAPI is
set, use the merchant user name related
password.
MerchantOrderld string A unique identifie r of the merchant*

© 20@010Ceskosl ovenska obchodni banka,
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4.3.2.

Amount
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This identifier has to be unique in the framework
of transactions of the given merchant. Using the
order number it is subsequently possible to find

out about the transaction status.

It can contain all ASCII signs except > <

decimal

The amount, including the decimal part.

The method verifies whether the transaction with the entered order number exists,
whether the target account belongs to the entered merchant, whether it states the correct

amount and whether it is

Return Value:
The method returns the numerical identifier (int) depending on the transaction status:

related to the given order.

0 The transaction has been The payment via the
posted successfully. PaySe c system has been

completed successfully

1 The transaction has been Could not perform the
rejected. payment.

2 The login name or password Could not verify the
is invalid or the login name payment status.
does not exist. We are working on fixing

it.

3 The account is blocked or Could not verify the
cancelled. payment status.

We are working on fixing
it.

4 The transaction with the given Could not verify the
order number payment status.
(MerchantOrderld) does not We are working on fixing
exist. it.

5 The amount entered does not Could not make the
match the transaction. payment.

6 System failure (please contact Could not verify the
the support). payment status.

We are working on fixing
it.

7 Purchase order number not

entered ( MerchantOrderld ).
The web service is
unavailable.

Could not verify the
payment status.

We are working on fixing
it.

Deliver
goods/service
to the
customer
See chapter
2.3.1.

See chapter
2.3.2 .

See chapter
23.2.

See chapter
232.

See chapter
2.31.
See chapter
2.31.

See chapter
2.3.2 .

VerifyClientlsActive

This method serves for verification whether a given client has active P
requires four input parameters:

* The merchant is obliged to display the text in the exact wording.
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userName string A user name of a merchant he/she
uses to log in the PaySec portal.
Password string Password for MAPI. If no password

for MAPI is set up, use a password
related to the user name of
merchant.

clientNumberOrUserName string Name or number of PaySec
account, with which | want to find
out whether it is active. Or not

specified.
clientMobilePhoneNumber string Phone number without spaces
between numbers or not specifi ed.
Method behavior is as follows: If only clientNumberOrUserName is filled, verify, whether
there is a specified account. If only clientMobilePhoneNumber s filled, check, whether
there is an account with this phone. In case of both values specification it is returned,

whether there is a respective account with the specified phone.

Return value:

The method returns a numeral identifier (int) depending on the transaction status:

The account exists and it is active

The account does not exist; it is not active or the phone number does not
conform.

Incorrect user name or password.

The account does not exist or it is not active

System error (contact the support).

- Web service is not available

= O

D W N

Test gateway:

On the test paymen t gateway the behaviour of the method is adjusted as follows. If the
method is called with following parameters, the return value is 0, while in other cases the
method returns the return value 1.

UserName Username of a merchant, whi ch is used for
logging in the PaySec portal.

password Merchant username related password.

clientNumberOrUserName Identical with userName parameter

clientMobilePhoneNumber Not specified.

4.3.3. GetStatement

This method serves for obtaining statement of moveme nts on the account. Four input
parameters are required:

userName string Username of merchant used for logging in the PaySec
portal.

password string Password for MAPI. If no password for MAPI is set up,
use the password related to the username of
merchant.

© 20@010Ceskosl ovenska obchodni banka,
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dateFrom date The date, from which the statement is to be

generated. If the date is entered including the time,
the time is ignored.

The dateisinthe  YYYY MMDD format, where:
YYYYis year (2008 to 2099)
MMis month (01t o0 12)
DDis day (01 to no more than 31 — depending
on current month)
Example: 2008- 06- 16
dateTo date The date, by which the statement is to be generated
(including).

Return values:

The method returns two outputs:

1 Numeral identifier (int) depending on th e operation status:
0 OK
2 Incorrect username or password.
3 The account does not exist or it is not active
6 System error (contact support).

- The web service is not available.

1. List of statement lines (if the operation is perfo rmed OK (OK)).
Each line contains these data:

Id long Transaction identifier

Date datetime Date and time of transaction
accounting

TransactionType string Name of transaction type.

AccountNumber string Account number. For cha  rging and
discharging it is empty.

AccountName string Name or number of counterparty -
account. For charging by card it is
empty.

Value decimal Transaction value without fees.

TotalValue decimal Transaction value including fees.

It is the amount by whi ch the account
balance has changed.

FeeValue decimal Fee value

Clientldentifier string Client identifier of transaction (such as
purchase order number or variable
symbol)

Description string Transaction related description.

DescriptionForTarget string In case of sending money it contains
description intended for the target
Account.

IsStorno bool Indicates whether it is the cancellation
transaction.

OriginalFinancialTransactionld long In case of cancellation it contains id of
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the cancelled transaction

Test gateway:

Prior to calling this method items must be created by means of payments on the test

payment gateway at the account of the merchant, who asks for the transaction

statement. Upon method calling all transactions will be returned, which are in the system
regardless the given date from and to. Not all columns of statement items are filled in

with real data, as these are not entered on the test gateway. These data are replaced

with constants.

4.3.4. PaymentReturn

This method serves for returning money f rom the transaction made by means of the
payment gateway. Returning is made under the unique identifier of the original payment
(MerchantOrderID ) and any amount may be returned up to the amount of the original

payment. The method requires six input paramet ers:

userName string Username of merchant used for logging in the
PaySec portal.

password string Password for MAPI. If no password for MAPI is set
up, use the password related to the user name of
merchant.

merchantOrderld string Unique identifier of the original transaction of
merchant.
It can contain all signs of ASCII except signs > <.

amount decimal Amount including the decimal places. It should not
exceed the amount of the original transaction.

descriptionForSource string Message for payment sender (merchant), which

(opt ional) should include the description of the original

purchase order and characterize the reason fro
money returning.

With the payment it will be specified as a Message
for recipient
MessageForTarget string The Message for the payment recipient (client),
(optional) which should include the description of the original
purchase order and characterize the reason for
money returning.

With payment it will be specified as a Message for
recipient.

Returnv  alues:
The method returns the numeral identifier (int) depending on the transaction status

0 OK - returning was successful.

2 Incorrect user name or password.

3 The account does not exist or is not active.

4 The transaction witha gi  ven purchase order number ( MerchantOrderld )
does not exist.

6 Input parameters error.

7 Purchase order number not entered ( MerchantOrderld ).
- Web service is not available.
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Test gateway:

Prior to calling this method create an item by means of the pay ment on the test payment
gateway, which would be returned in the next step. Return values are adjusted as
follows:

0 OK - returning was successful.

2 The account does not exist or is not active.

4 A transaction with the given purchase order number  (MerchantOrderld ) does

not exist.
6 Input parameters error.

Web service is not available.
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5. User and technical support
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In case of requests for access to the test environment, please contact the members of the

PaySec team on the

paysec@cs ob.cz e-mail address.

© 20@010Ceskosl ovenska

obchodni banka,

a .



a Guide for the Use of
'\P y @x’ the PaySec Payment Gateway

6.

FAQ 1 Frequently Asked Questions

Question
| am unable to get connected to the PaySec test gateway.

Answer
The most frequent problem with the connection to the test payment gateway is the
securing of communication by encryption. Th e topic is described in chapter 8.1 Secure

Communication

Question

We have an Internet Shop. Does the MerchantOrderld parameter really have to be

unique? How should we  handle the situation when the client orders something, accedes to

payment with the order number, and the payment fails? Then, as a matter of fact, the

client cannot try to make the payment again, because
MerchantOrderld by the firs t attempt. That is why we cannot use the MerchantOrderld for

our order number, and it makes the coupling of transactions and orders difficult. What

solution do you suggest?

Answer

Yes, the MerchantOrderld parameter must be unique. This is so in order to b e able to
later verify, using MAPI, whether the transaction has been posted successfully. In the

case of the payment button, no verification takes place, and the Orderld parameter fulfils
the general function of the variable symbol (uniqueness is not requi red).

Nevertheless, the case of a repeated attempt at payment is possible. When paying at the
production payment gateway, the validation actually takes place before the transaction is
passed for posting.

This results in the fact that the transaction which failed during posting is not created at all
(and will thus *“MechantOrsegld y.p” t he

Thanks to this, the repeated attempt will not fail , because the uniqueness of the

MerchantOrderld is not disturbed.

Question
At the payment in the Internet Shop , the customer is redirected to the PaySec gateway.
He/ she pays there and then he/she is redirected back.

sent back, in other words, some kind of a transaction ID.

The question is: If the transaction is successful, is t he fitido always other than
other words, if a tid>0 arrives, can we definitely consider it for a successfully completed

transaction?

Answer
The transaction number, tid , is only of informative character
It primarily serves as information for traci ng purposes in the events of any collisions.

The tid>0 condition merely tells you whether there is any point in verifying the
transaction status, or whether it is already clear that it has not taken place:

Tid =0 ... The payment has been rejected

Tid > O ... Itis not certain, necessary to verify
You can find out about the actual status of the transaction only after calling the MAPI web
service.
The tid check is insufficient due to the possible modification of the parameter by an
attacker — a person tryi ng to forge the payment.
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7.

Rules of Use of the PaySec Symbols

The use of the PaySec Logo, typography and other graphical elements is governed by the
PaySec - Logo Manual document, which forms part of this document and can be
downloaded at the address

http://www.paysec.cz/cmspage.aspx?id=logoLiteManual
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8. Annexes

8.1. Secure Communication

The communication between the electronic shop and the PaySec system takes place

through a secured channel. Any and all the commun ication is encrypted in such a way
that integrity is ensured (nobody can change the message), as well as data confidentiality
(nobody can read the message).

For encryption, certificates are used. In order that the electronic shop is confident that it

is sending the data to the correct server, it has to verify the certificate. The verification is

usually performed by the hosting environment itself (I
this purpose, there exists a list of trusted certificates in the environmen t.

At the moment when the Internet Shop initiates communication, the server identifies

itself by its certificate. The environment itself compares this certificate with its list and if it

finds it, the communication continues. If it is to the contrary, th e communication fails.
The typical symptom of this situation is the error: Could not establish an  encrypted
connection because the certificate presented by the testgateway.paysec.csob.cz has an

invalid signature

In order to be complete, it is necessary t 0 add that there is also another way of obtaining
a correct verification. It is enough if a so -called certification authority warrants a certain
server or its certificate (signs it digitally). The certification authority also identifies itself

by its certi ficate, which then has to be in the list of trusted certificates.

More on the issue of secured communication can be found, for example, on the pages of
the Czech certification authority 1. CA. ( www.ica.cz ).

8.1.1. Setting the Server Certificate as a Trusted One

Windows Operation Systems

For the Microsoft Windows operation systems, the production certificate is signed by the
GlobalSign CA, which is the so  -called Microsoft Trusted. This means that the certificates
signed by this CA are automatically considered tru sted.

In case that it is not so on your system, or if you need to communicate with the test
payment gate, proceed in the following way:
1) Prepare a file with a certificate. Both certificates, the test and production one,

can be created using the information in chapter 4.2 Securing co mmunication
2)  Clickonthe Start button, then write and send: mmc.exe
3) A window appears. Select: File T Add/Remove snap -in (File i add or remove the

shap -in module ) from the drop -down menu.
4) Click onthe Add button.
5) Browse for the item  Certificates and confirm.
6) Select the Computer Account
7) Confirm all the open dialogues.
8) Expand the folder structure of certificates in the left part of the window
9) Call out the context menu above the Trusted Root Certification Authorities
10) Select All Tasks T Import
11) Browse for the file with the relevant certificate and import it.

Tip: If you are using ASP.NET 2.0, this verification can be omitted; however, this should
be done merely for testing pu  rposes , and never in for live operation. See chapter 8.2.4 .
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8.2.

Other Operation Systems

We recommend studying the pages of the GlobalSign Company, which contain the
description of certificate installation for variou S environments:
http://www.globalsign.com/support/root - certificate/domainserversign.html

Examples of Calling the MAPI Web Service from Different

Technologies

In this chapter, we will first provide the definition of SOAP messages which the client and

the s ervice exchange between each other. This knowledge is sufficient enough to be able

to call the service from a wide range of technologies, which, in principle, have to support

merely the sending of the text string via the https protocol. We will show you a model
implementation in the C# 2.0 language, which uses this method.

Even though calling directly at the message level is possible, there exist more effective
methods. You will see the method of implementation in the PHP and ASP.NET 2.0
technologies.

8.2.1. Defi nition of SOAP Messages

Input SOAP Message

<soap:Envelope xmins:soap=" http://schemas.xmlsoap.org/soap/envelope/

xmins:xsi="  http://www.w3.  org/2001/XMLSchema -instance "

xmins:xsd=" " http://www.w3.0rg/2001/XMLSchema ">

<soap:Body>

<userName

xmins="http://schemas.mapi.paysec.cz/2008/02 "> MERC HANT123 </userName>
<password

xmins=" http://schemas.mapi.paysec.cz/2008/02 "> P@SSWORD </password>
<merchantOrderld

xmins="http://schemas.mapi.pays ec.cz/2008/02 "> 111 </merchantOrderld>
<amount xmins="  http://schemas.mapi.paysec.cz/2008/02 "> 222 </amount>

</soap:Body>

</soap:Envelope>

Replace the highlighted values with your own.

Output SOAP Mes  sage

<s:Envelope xmins:s=" http:// schemas .xmlsoap.org/soap/envelope/ ">

<s:Body>
<VerifyTransactionlsPaidResult
xmins=" http://schemas.mapi.paysec.cz/2008/02 "> 4 </VerifyTransactionlsPaidResult>
</s:Body>
</s:Envelope>
Gain the hig hlighted value.
8.2.2. C# 2.0 Using SOAP Messages

In this case, the  System.Net. HttpWebRequest class is used, by means of which a
SOAP message is sent to the web service. This service has to be sent by the POST

method, and the reply to it is, again, a SOAP message , from which, subsequently, the
Merchant API return code is read.

using System;
using System.Net;
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using System.Text;
using System.|O;
using System.Xml;

namespace GateWayTest

{

class Program

{
static string request = @"
<soap:Envelope xml ns:soap="" http://schemas.xmlsoap.org/soap/envelope/

xmins:xsi=""  http://www.w3.0rg/2001/XMLSchema -instance "
xmins:xsd=""  http://www.w3.0rg/2001/XMLSchema ">
<soap:Body>

<userName

xmlns="" http://schemas.mapi.paysec.cz/2008/02 "">merchant123</userName>
<password

xmlns="" http://schemas.mapi.paysec.cz/2008/02 "">P@ssword</password>
<merchantOrderld

xmins="" http://schemas.mapi.paysec.cz/2008/02 "">111</merchantOrderld>
<amount xm Ins="" http://schemas.mapi.paysec.cz/2008/02 "">222</amount>

</soap:Body>
</soap:Envelope>

’

static void Main( string [] args)
{

HttpWebRequest webRequest =

(HttpWebRequest )WebRequest .Create( "https://testgateway.paysec.csob.cz/testgateway/Shop
pingService.svc?wsdl ");

webRequest.Headers.Add( "SOAPAction" ,

"http://schemas.mapi.paysec.cz/2008/02/ShoppingService/VerifyTransactionlsPaid ")
webRequest.ContentType = "text/xml;charset=utf -8";
webRequest.Method =  "POST";
byte [] postDataBytes = Encod ing .UTF8.GetBytes(request);
using (Stream stream = webRequest.GetRequestStream())
{
stream.Write(postDataBytes, 0, postDataBytes.Length);
}

HttpWebResponse res = ( HttpWebResponse )webRequest.GetResp onse();
StreamReader str= new StreamReader (res.GetResponseStream(), true );
XmIDocument xmlIResponse = new XmlDocument ();
xmIResponse.LoadXmi(str.ReadToEnd());

res.Close();

str.Close();

XmINa mespaceManager nsmgr= new XmlINamespaceManager (xmIResponse.NameTable);
nsmgr.AddNamespace( "ab", "http://schemas.mapi.paysec.cz/2008/02" );

XmlINode resultNode = xmIResponse.SelectSingleNode( "/lab:Verify TransactionlsPaidResult"
nsmgr);

string retVal =res ultNode.InnerText;

Console .WriteLine( "Result code: "+ retVal );

}

1
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8.2.3. PHP 5.2.5

In the case of PHP, the  php_soap (communication with web services) and php_openssl
(HTTPS protocol) extensions can be used. These extensions can be switched on by editing
the php.ini  configuration file. This file has to contain the following two lines.

extension=php_soap.dIl
extension=php_openssl.dil

Then it is possible to communicate with the web service like in the following example.

<?php

$paysecMapi = new

SoapClient(" https://testgateway.paysec.csob.cz/testgateway/ShoppingService.svc?wsdl ");
$resultCode = $paysecMapi  ->VerifyTransactionlsPaid("  merchant123 "," P@ssword"," 111"," 222");
echo "Result code: $resultCode";

?>

8.2.4. ASP.NET 2.0

The example assumes that you have generated the proxy class with the
MerchantAPI.ShoppingService title for calling the web service.

/I Input parameters

string username = “merchant123" ;

string password = "P@sswOrd" ;

string merchantOrderld = PregeneratedMerchantOrderld;

decimal amount= decimal .Parse(Request.QueryString[  "Amount" ]);

/I Result
int verificationResult;

/I Call Web service

MerchantAPI. ShoppingService shoppingService = new MerchantAPI. Shoppi ngService ();
verificationResult = shoppingService.VerifyTransactionlsPaid(username, password, merchantOrderld,
amount);

/I Process result
if (verificationResult==0)

{
/I Paid

}

else

{
/I Not paid yet

}

Solely for Testing I Untrustworthy CA

If yo u need to verify the implementation in the ASP.NET 2.0 on the server where you
cannot install a test certificate, you can use the implementation provided below.

The example is appropriate merely for testing purposes . If you have the option, it is
better t o choose the way of installing the test certificate.

/Il <summary>
/Il Will verify the payment using MAPI.
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1

public void ValidatePayment()

{

1
1
1
1
1

public bool myCertificateValidation( Object sender, X509Certificate certificate,
X509Chain chain, SslPolicyErrors sslPolicyErrors)

</summary>

/I Input parameters

string username = "merchant123" ;

string password = "P@sswOrd" ;

stri ng merchantOrderld = PregeneratedMerchantOrderld;

decimal amount = decimal .Parse(Request.QueryString[  "Amount" ]);

/I Result
int verificationResult;

/I Setting the rules for the validation of server certificates. The setting is performed

/I in general for  all the ServicePoint instances, created after executing the following line
ServicePointManager .ServerCertificateValidationCallback = new
RemoteCertificateValidationCallback (myCertificateValidation);

/I Calling the Web service

MerchantAPI. ShoppingService shoppingService = new MerchantAPl. ShoppingService ();
verificationResult = shoppingService.Verify TransactionlsPaid(username, password, merchantOrderld,
amount);

/I Process result
if (verificationResult==0)
{
/I Paid
}

else

{
/I Not paid yet

<summary>

This implementation will ALWAYS PERMIT communication.

DO NOT USE FOR THE PRODUCTION ENVIRONMENT.

</summary>

<returns> <c>True</c>, if the communication is to be permitted. Otherwise <c>False</c>. </returns>

{

/I Will always permit communication!!!
return true ;
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8.2.5.

ASP 3.0 1 Visual Basic

In case of ASP 3.0 COM object MSXML2.XMLHTTP.6.0 is used to send SOAP message to
PaySec MAPI web service. Message must be sent via POST method. Response from MAPI

is SOAP message containing result code. For parsing the response you can use
MSXMLI2.DOMDOCMENT.3.0 object.

<%@ Language ="VBScript" %>
<%Option Explicit %>

<%

Dim soapRequest

soapRequest =  "<soap:Envelope

xmins:soap=""http://schemas.xmlsoap.org/soap/envelope/""
xmins:xsi=""http://www.w3.0rg/2001/XMLSchema - instance™

xmlns:xsd=""http://www.w3 .org/2001/XMLSchema™">" &

' <soap:Body>" & _

" <userName

xmins=""http://schemas.mapi.paysec.cz/2008/02""> Login </userName>" & _

" <password

xmins=""http://schemas.mapi.paysec.cz/2008/02"" Password </password>" & _

" <merchantOrderld

xmins=""http://schema s.mapi.paysec.cz/2008/02""> 111 </merchantOrderld>" &
" <amount xmIns=""http://schemas.mapi.paysec.cz/2008/02""> 222 </amount>" &

</soap:Body>" &
"</soap:Envelope>"

Dim xmlhttp

Set xmlhttp = server.Createobject( "MSXML2.XMLHTTP.6.0" )

xmlhttp.open "POST",

"https://testgateway.paysec.csob.cz/testgateway/ShoppingService.svc?wsdl ", false
xmlhttp.setRequestHeader "Content - Type" , "text/xml;charset=utf -8"
xmlhttp.setRequestHeader "SOAPAction"
"http://schemas.mapi.paysec.cz/2008/02/ShoppingService/VerifyTrans actionlsPaid"

xmlhttp.send soapRequest

Dim xml_document

Set xml_document = server.Createobject( "Msxml2.DOMDocument.3.0" )
xml_document.loadXML xmlhttp.responseText
Response.Write "Result code: " & xml_document.text
%>
8.2.6. Python
from ZSl.client import Bindi ng

from ZSl import TC

PAYSEC_USER = "login"
PAYSEC_PASS = "password"
PAYSEC_MAPI =" https://testgateway.paysec.csob.cz/testgateway/shoppingservice.svc

""" VerifyTransactionlsPaid """

class VerifyTran sactionlsPaidParameters:
def __init__(self, merchantOrderld, amount):
self.userName = PAYSEC_USER
self.password = PAYSEC_PASS
self.merchantOrderld = merchantOrderld
self.amount = amoun t

class TC_VerifyTransactionlsPaidParameters(TC.SimpleType):
def get_formatted_content(self, pyobj):
return str(pyobj)

def serialize(self, elt, sw, pyobj, name=None, orig=None, **kw):
ns = "http://schemas.mapi.paysec.cz/2008/02"

el = elt.createAppendElement(ns, "userName")
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self.serialize_text_node(el, sw, pyobj.userName)

el = elt.createAppendEleme nt(ns, "password")
self.serialize_text_node(el, sw, pyobj.password)

el = elt.createAppendElement(ns, "merchantOrderld")
self.serialize_text_node(el, sw, pyobj.merchantOrderld)
el = elt.createAppendElement(ns, "amount")
self.serialize_text_node(el, sw, pyobj.amount)

return None
typecode = TC_VerifyTransactionlsPaidParameters()

class VerifyTransactionlsPaid Result:
typecode = TC.Integer("VerifyTransactionlsPaidResult")

def VerifyTransactionlsPaid(merchantOrderld, amount):
SOAPAction =
"http://schemas.mapi.paysec.cz/2008/02/ShoppingService/VerifyTransactionlsPaid"

params = VerifyTrans actionlsPaidParameters(merchantOrderld, amount)

b = Binding(url=PAYSEC_MAPI)
b.Send(PAYSEC_MAPI, None, params, soapaction=SOAPAction)

return b.Receive(VerifyTransactionlsPaidResult)

if _name__=="__main__":
print VerifyTransac tionlsPaid("ABCDEF", 256.00)
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